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Let’s Talk About The Internet

• How does the internet affect us?
• We need real life and human connection
• Why are autistic people more susceptible to 

online threats?
• Other online risks for autistic people
• Why prolonged screen time can be 

problematic



Why are autistic individuals drawn 
to the internet/computers? 



Why are autistic individuals drawn 
to the internet/computers? 

• No need to decode communication
• Less intimidating or stressful than face to face
• More response time  
• Motivating
• Less social demands
• Predictability and a sense of control



What are the positive aspects of 
internet/computer use? 

• Planning and organizing
• Typing over handwriting  
• Touch screen capability
• Speech to text programs
• Sites that support interests



What are the positive aspects of 
internet/computer use?

• Improving hand-eye coordination
• Computer thinks visually and is controllable 

and unthreatening
• Therapeutic for play, imagination, sociability, 

exploration and creativity



Common Online Risks



Common Online Risks

• Cyberbullying 
• Sexual predators 
• Catfishing
• Scams, manipulation, or hacking
• Internet addiction



Creating a Safe Environment

The 4 B’s

• Be confident
• Be curious
• Be cautious
• Be prepared 



Safety Measures, Rules 
and Boundaries

• Data privacy policy
• Set and adjust privacy settings
• Limit the content access
• Create an internet contract – passwords, 

setting changes, internet time
• Periodically check contact, chat and messages
• Know the online terms and lingo -

www.netlingo.com

http://www.netlingo.com/


Safety Measures, Rules 
and Boundaries

• Police monitoring of sites
• Do a web search by name
• Keep computer in an open area
• Establish areas for tech device use



A Predator Enters – A True Story



Internet User Rules & Boundaries

1. No personal information
2. No real user names
3. No uploading photos
4. Know your friends
5. Not everyone on line is who they say they are
6. Report
7. Take frequent breaks/limit screen time 

sessions



Health & Safety Rules for 
Computer Use

1. Seating 
2. Breaks
3. Stand up and stretch
4. Avoid using the mouse for long periods of 

time
5. Posture



Recommended Screen Time 
for Well-Being

• Under 2 – None
• 2 – 5 years – less than one hour a day
• Ages 5 – 17 – no more than 2 hours a day of 

recreational screen time
• Canadian Health Measures Survey results



Signs of Too Much Screen Time

• lonely
• sad
• overly tired
• stressed or fearful
• isolated from friends or family
• withdrawn
• nervous
• agitated or tense
• aggressive or angry

From SickKids Health, Toronto, ON 



Managing Screen Time



Making the Tools for the Rules

• Content has to be understood
• Concrete presentation
• How? 

– Charts
– Checklists
– Infographics
– Graphic organizers
– Visual supports
– Presentation style – all at once? One idea per page? 

Veritcal? Horizontal? Photos or images?



Using Charts

• Great for recording computer time
• Seeing usage patterns
• Activities on the computer. 



Computer Time Tracker



Visuals For Time



Visuals for Smaller Units of Time

• Use for ending a computer session; shorter 
sessions

• Showing a 
transition



Visuals for Smaller Units of Time



Infographics – Misunderstandings 
Online



Infographics - Cyberbullying



Infographics - Cyberbullying



Safety Plans with Visuals



Play It Safe Acronym 

• Personal information 
• Let a friend or family member know 
• Attachments
• Your feelings are important. 
• Information
• Take breaks from your computer 

From Center on Secondary Education for Students with 
Autism Spectrum Disorder (CSESA)



Play It Safe Acronym 

• Spend your money safely. 
• Act politely
• Friends online should stay online  
• Enjoy yourself 

From Center on Secondary Education for Students with 
Autism Spectrum Disorder (CSESA)



The Incredible 5 Point Scale

• Created by Kari Dunn Buron and Mitzi Curtis
• A scale that promotes self-management of 

behavior and emotional regulation
• Allows abstract concepts and feelings to be 

personalized
• presented visually, concretely, and remain 

unchanged



The Incredible 5 Point Scale



The Incredible 5 Point Scale



5 Point Scale with Faces



The Power Card Strategy

• involves using interests with visual aids to 
teach skills 

• most effectively used with mild to moderate 
cognitive disabilities

• paired with a social narrative
• Show what the person should do, not what 

they shouldn’t do
• practicing the power card strategy



Creating the Power Card 

1. Choose a behavior or skill to teach 
2. Use a person’s interest to choose characters 
3. Write and illustrate a brief social narrative 
4. Create the power card
5. Review the power card 
6. Give the person feedback 



Power Card Example

Sonic the Hedgehog Plays It Safe Online

Sonic loves being on the internet and talking with 
friends online. He knows that some information 
about him must be kept private and not shared 
online. This is to keep him safe from people who do 
not know him very well like his family does. Sonic 
can still have fun online without having to share his 
real name, address and phone number. 



Sonic’s Rules

When using the internet, Sonic wants you to 
stay safe and follow these 3 rules:
• Keep your personal information private like 

name, address and phone number. 
• Use a screen name that is not your real name.
• Tell a trusted adult if someone has asked you 

for this information, or if you don‘t feel safe.
Sonic is proud of you for keeping yourself safe 
on the internet!



Role Playing - Ideas

• You’ve been playing a game online and 
someone you don’t know wants to be your 
friend

• Someone has sent you an attachment with a 
rude picture

• You’ve received a mean message from 
someone you know. 

• Someone you don’t know has asked for your 
contact information. 



Taking A Break

• Why breaks are needed
• Tools to visually show internet use
• Once patterns are known, breaks can be 

scheduled
• Offtime App - monitors phone use and creates 

disconnect time



Breaks on the Visual Schedule
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Developing Ideas for Breaks

• Develop break ideas with the person
• May need to be structured
• Build break ideas around interests
• Movement/exercise breaks
• Some suggestions – board games, 

scrapbooking, reading, coloring, music, 
puzzles

• Sensory ideas



Sensory Break Ideas



Movement Break Ideas



Leisure Ideas



Graphic Organizer



Scheduling the Breaks

• On the visual schedule
• Using the Time Timer or other device
• Build autonomy
• Make it a habit



Book Resources



Book Resources



Final Thoughts

• We have tools to make the internet a safer 
place to be.

• We need to be aware of online dangers and 
keep current about these.

• Provide structure and guidelines about 
internet use. 

• Rules and boundaries demonstrated through 
visuals and understandable tools



Final Thoughts

• Handy infographics for meaningful reminders 
and references

• Personalize tools for relevance and 
meaningfulness

• Regular review of safety rules
• Support independence – how and when to 

take breaks



There are lots of wonderful 
aspects to being online, but at 
the same time it requires 
vigilance and a balance of time 
spent there. 

Final Thoughts


	�Cybercrime, Safety and Well-Being on the Internet for Autistic Individuals��
	Let’s Talk About The Internet
	�Why are autistic individuals drawn �to the internet/computers? �
	�Why are autistic individuals drawn �to the internet/computers? �
	�What are the positive aspects of internet/computer use? �
	What are the positive aspects of internet/computer use?
	Common Online Risks
	Common Online Risks
	Creating a Safe Environment
	Safety Measures, Rules �and Boundaries
	Safety Measures, Rules �and Boundaries
	A Predator Enters – A True Story
	Internet User Rules & Boundaries
	Health & Safety Rules for �Computer Use
	Recommended Screen Time �for Well-Being
	Signs of Too Much Screen Time
	Managing Screen Time
	Making the Tools for the Rules
	Using Charts
	Computer Time Tracker
	Visuals For Time
	Visuals for Smaller Units of Time
	Visuals for Smaller Units of Time
	Infographics – Misunderstandings Online
	Infographics - Cyberbullying
	Infographics - Cyberbullying
	Safety Plans with Visuals
	Play It Safe Acronym 
	Play It Safe Acronym 
	The Incredible 5 Point Scale
	The Incredible 5 Point Scale
	The Incredible 5 Point Scale
	5 Point Scale with Faces
	The Power Card Strategy
	Creating the Power Card 
	Power Card Example
	Sonic’s Rules
	Role Playing - Ideas
	Taking A Break
	Breaks on the Visual Schedule
	Developing Ideas for Breaks
	Sensory Break Ideas
	Movement Break Ideas
	Leisure Ideas
	Graphic Organizer
	Scheduling the Breaks
	Book Resources
	Book Resources
	Final Thoughts
	Final Thoughts
	Slide Number 51

